SEMINAR

Internet Evidence: Finding It
& Getting It Admitted

Unique challenges and potential problems

Why attend?

The legal community is still trying to acclimate to the new world of electronic evidence and
discovery under recently amended rules of procedure. Now that discovery of electronically-stored
information (ESI) is becoming widespread, lawyers must understand how to use and authenticate
ESI as evidence at trial and evidentiary hearings. Internet evidence provides an opportunity to
gather a wealth of useful discovery in an efficient and cost-effective way. But it means nothing if
you can't get it admitted.

Today’s practitioner must know where useful electronic and digital information can be found
to assist in an investigation and to prepare for hearing or trial. The proliferation of new
electronic media and the resulting novel uses of electronic data create unique evidentiary
challenges. Specifically, Internet evidence presents unique problems of reliability and
trustworthiness, and lawyers must know the additional foundational requirements that are
demanded depending upon the specific media and type of electronic data involved. These new
evidentiary issues require practitioners to start thinking about the use and admissibility of ESI
much earlier than they did when dealing with hard copy evidence. Expert assistance may be
needed to present sufficient proof of the evidence’s authenticity. Detecting modifications of
electronic evidence can be difficult or impossible. Website content can change constantly, often
with little or no audit trail.

This program identifies useful sources of discoverable electronic and digital information, and
then walks through the evidentiary issues and foundations necessary to use this information
successfully in court. The program also discusses other relevant uses of information on the
Internet in court proceedings, such as a trial court’s independent use of the web and specialized
case applications.

You will learn...

» Where to look for useful digital evidence on the Internet

» How to determining authorship of Internet evidence

» Tools for proving authenticity under FRE 901(b)

» How technology can demonstrate authenticity, such as hashing, system metadata,
encryption/digital signature, and trusted time stamping

» Foundational requirements to authenticate Internet and email evidence

» How Internet evidence fits within hearsay exceptions

» Non-hearsay uses of Internet and email evidence

» The problem of evolving evidence and inconsistent statements

» Evidentiary challenges presented by instant/text messages, chat room dialogues and blogs

» Relevance and admissibility of HTML codes

» Advantages and disadvantages of proffering Internet evidence in native v. static form

» Self-authentication of official publications posted by governmental entities

» Admissibility of system v. application metadata

» About the technology tools used to fabricate or manipulate Internet evidence, such as
Timestop and Transmogrify

» The use of testifying and consulting experts with Internet evidence

» Judicial view on the use and admissibility of Internet evidence and the propriety of a trial
judge independently using the web to assist in the adjudication of matters before it

Agenda and written materials

» Sources of Discoverable Electronic and Digital Information
» Evidentiary Issues and Foundations

» Uses of Internet Information in Court Proceedings

» Spoliation and Sanctions

» “Ask the Experts” Q&A Session
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° Substantive Credlits

TUITION includes written materials

» MCLE Sponsor Members . ... ... $175
» MBA/BBA Members ........... $195
»AllOthers ................... $225

SPECIAL NEW LAWYER DISCOUNT

For new lawyers admitted after 2004,
pending admittees, and law students who are

» MCLE Sponsor Members . ....... $95
» MBA/BBA Members ........... $125
CAN'T ATTEND?

Available after April 1

Y Written materials
> MCLE Sponsor Members . . . .$85

> Nonmembers . ............ $95
& Audio CD

> MCLE Sponsor Members . . .$120

> Nonmembers . ........... $135



ORDTER F ORM REFERENCE # 09-247

Choose from 5 easy ways to register and order!

» MAIL this order form with payment to MCLE, Ten Winter Place, » CALL IN your credit card order to 800-966-6253,
Boston, MA 02108-4751. Monday - Friday, 8:30 a.m. — 5:30 p.m.
» FAX your credit card order 24 hours a day to 617-482-9498. » WALK UP on the day of the program or DROP IN to
» ONLINE enter your credit card order at www.mcle.org. MCLE's bookstore, Monday - Friday, 8:30 a.m. - 5:30 p.m.

o CUSTOMER INFORMATION

Year Admitted to MA Bar Title (if any) BBO#

Last Name First Name Middle Initial
Firm/Agency

Street Address Suite/Floor

City State ZIP+4

Telephone Fax

o ORDER DETAILS

[1 PROGRAM: Internet Evidence: Finding It & Getting It Admitted; 2090269P01; Boston ... ......... .. .. .. .. ..... $
[1 PROGRAM MATERIALS: Internet Evidence: Finding It & Getting It Admitted; 2090269PMA . .. .. ... ... .. ..... $
[ AUDIO CD: Internet Evidence: Finding It & Getting It Admitted; 2090269PCD ... ....... .. .. .. ... ... $

» Apply the discounted MCLE Sponsor Member prices to my order and sign me up as a Sponsor Member!
$35 for lawyers admitted after 2004; $95 for all others. To learn more, contact MCLE’s Sponsor Membership
customer service representative at 1-800-966-6253. . . . .. ... .. $

» Scholarships are available for attorneys with financial need who certify that they are unable
to attend a seminar without financial aid by writing, faxing 617-482-9498

or e-mailing scholarships@mcle.org at least two weeks before the program. LelsL $

o PAYMENT METHOD

» Order confirmation? Enter your email address:

[J Check payable to MCLE enclosed O U == O ch“‘“

Card number Expiration date

Cardholder’s name Cardholder’s signature
Keep raising the bar.® REGISTER...By mail, e-mail, phone, online, or at the door! BIIEBSE-IS-'II')r[flrclEIecfS
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